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Overview

= \What is Artificial Intelligence?
= Why is it important for National Security?
= How can we build organizations in the context of this set of emerging technologies?

Al is the new electricity.




Evidence Based Decision and Intelligent SW

Al DEFINITIONS AND TYPES
‘Al is an umbrella term that
est available Best available describes a goal of hardware
scientific evidence experiential evidence and software to build —
machines which & ™y IR A feedback loop of self-improving AGI could
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Artificial Intelligence (Al) Subsets and Features
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Machine Learning

Software builds models that are

complex for humans to manually

specify

M Designed to predict outcomes
and specific use cases

® Optimize weights of variables in
the data to make useful
inferences about future results

® ML algorithms improve with
experience, hence, benefit from

the rise of Big Data

Al: SUBSETS AND FEATURES, GLOBAL, 2017

Artificial Intelligence
Machine Learning Cognitive
Computing
Deep U el e o
Learning nsupervise upervise

Deep Learning

B Infers the features of data without needing annotated inputs and weights
given to variables across a number of “layers”; an approximation of a
brain-like structure or neutral network

W Large datasets required to build models, uses more computing power
than others, and had delivered successful prediction tools for a range of
iImportant problems and algorithms

B Examples include DeepMind’s AlphsGo, and Tesla’s Autopilot
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Cognitive Computing

Designed to copy human abilities

W Still a controversial concept

B Expected to use human
capabilities of thinking,
reasoning, and remembering

® Explore and uncover things
without prior knowledge




Analytics Framework
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Analytics

Descriptive
What Happened?

Diagnostic
Why Did It Happen?

Human Input

Predictive
What Will Happen?

Prescriptive
What Should | Do?
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Decision Support >

Decision

Decision Automation




Automation vs Augmentation
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Low Consequence

of Action

Large Amount
of Labeled Data

A
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Intelligent SW Use Cases
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Predictive Analytics

A Information and Visual
o Discovery and Extraction

Al USE CASES*, GLOBAL, 2017-2021

Models that learn from data and offer insights and predictions about events and outcomes.

Algorithms to extract patterns from the massive amounts of data and identify underlying trends.

Comprehending language spoken by humans to enable interactive sessions with machines.

Historical and real-time data analysis to detect risky behavior by machines or individuals and highlight anomalies.

Algorithms to understand information requirement and pull it out from articles, documents, photos, and natural language.

Using data to learn and then apply it to applications that offer reasoning, explanation, and advice.

Use of sensors and processors to learn and exhibit intelligence in the forms of actions or decisions.
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Intelligent SW Architecture

Users

Structured Algorithms Human-Machine (Missions)
Teaming (CoA) - ad

Sensors

Data
B Knowledge-based Human
Data ey = Unsupervised and (GUEITELLEY FHuman-machine
Conditioning supervised leaming complement
W Transfer learning ® Machine
Sources Unstructured W Adversarial leaming >

m Reddit ™ Twitter Data
m CNN B Google Maps Spectrum
B Facebook ® Wikipedia

A
Modern Computing
¥ g WA
b i -MII.‘IL -."“J.I.E - i J L ;
CPUs GPUs TPU Neuromorphic Custom... Quantum

Robust - , Verification Security Policy, Ethics,
Al Explainable Al and Validation (e.g., Counter Al) Safety, and Training
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The Role of Intelligent Software and Al

fra i ——l, || S
Intelligent Information
Systems and Superiority

Autonomy
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National Challenges

Technological dominance in
support of national security

Massive amounts of structured
and unstructured data

Trust in intelligent machines
(Robust Al)
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Role of Al in Augmenting Humans

Derive actionable intelligence by
effective human-machine teaming

Leverage rapid advances in data
conditioning, algorithms, and computing

Ascertain robustness

“We had better be quite sure that the purpose put into
the machine is the purpose which we really desire”

Norbert Wiener, 1960



Si vis pacem, para bellum (Peace through Strength)
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DU BNRAL SURPLPRNENT THE WORLD IT
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- - The Real Threat of Artificial [ntell -
Liu Xiaobhg M el Threet cf AR .

China's conscii - -
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AI and the
2 Future of

The Chinese Government has
indicated plans to invest
$150B over the next few years

The Economist (July 2017)

In 2012-16 Chinese Al firms received $2.6B in funding,
according to the Wuzhen Institute, a think tank.

China Next Generation Al Development Plan (July 2017)

By 2020...China will have established initial Al technology
standards, service systems, and industrial ecological system
chains...with the scale of Al's core industry exceeding
$22.6B, and exceeding $150B as driven by the scale of
related industries.

MIT Technology Review (November 2017)

China’s goal is “to have major breakthroughs in Al by 2025,
and to be the envy of the world by 2030.”

DoD R&D Spending is a Fraction of Nation Sales—We are Losing Ground on Patents and Publications
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DoD Joint Artificial Intelligence Center (JAIC)

= The Defense Department plans to establish an Artificial Intelligence Center focused on long-term Al technology that can
be used both offensively and defensively
= JAIC will be led by Michael Griffin, head of research and engineering at the Pentagon

— Due to submit a proposal to Congress this summer outlining the joint artificial intelligence center to accelerate military
and intelligence use of Al.

992 separate Al projects across the department” and the center will help provide “some focus to all of that”

Al training requires a significant amount of data, which DoD has, but “getting all that data in a place that's usable, and
discoverable, and useful for the mission at hand is crucial’

Some of the other recommendations include providing 100 engineers to combatant commanders “to go fix things,” making
software a separate career path, and rewarding personnel for taking risks, even if their ideas aren't initially successful

Science and Technology budget: $13.7B. Artificial intelligence was highlighted as 1 of 7 areas of focus.




Innovation Ecosystem Stakeholder Model

= Fail fast
= Close the loop
= Qutcome focused

Academic partnerships

-

¢

Startup
B, INNOVATION Accelerators/
i) ECOSYSTEM Incubators
STAKEHOLDER MODEL

e

Government
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System Integrators

Startups

Startup accelerators (e.g.
Techstars, Starburst, Capital
Factory

http://mitsloan.mit.edu/ideas-made-to-
matter/bye-bye-ivory-tower-innovation-needs-
ecosystem-to-
thrive?utm_source=mitsloanlinkedin&utm_mediu

m=social&utm campaign=ecosystem
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Intelligent SW Readiness and Rapid Prototyping

APPLICATION
Month Three (and Beyond)
M Al solution development

ASSESSMENT
Month One

B Data assessment
B Data modernization
M Data strategy

STRATEGY

TRANSFORMATION

Month Two Month Four (and Beyond)
M 4-day workshop M Build Al competency
® Al roadmap M Fractional expertise

M |D use-cases
M Prioritize practical implementation
M Proof-of-concept

B Managed services
M nstall expertise and process
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Agile Al

New Thlnklng v Al Operations

= Content: Models not programs

= Process: Training not debugging
= Release: Retraining not patching
= Results: Probabilities not answers B oy
New capabilities require new players
= Al Product Manager f\  VALIDATION
= Data Scientist

EXPERIMENTATION

= ML Engineers




AGILE DEVELOPMENT
Daily Standup
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Feedback
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Continuous
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Continuous

CONTINUQUS INTEGRATION
Build + Unit Test + Code Quality + Security + Compliance

101001

110001

P =

Metrics Manager

=

r;‘)—p 011101 ——P
R

Dev Code Cl
Repository Server
Ariifact +

db
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CONTINUOUS TESTING
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Data
Feedback

Human-in-
Loop

Accuracy
Monitoring

Model

Performance
Monitoring

Optimization

Cloud
Provisioning

Configuration
Management

Continuous
Delivery
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Business Transformation

BUSINESS

B Corporate strategy
and Al strategy alignment

B Business justification

B System of measurement

(NEW) LEARNING

DATA ® Monitor _performance ORGANIZATION
B Human in the loop

M Data strate : . W Al product and program
:EC.H.NOLOGY : u Continuousggata collection ® Recursing learning process maﬁagement Pos
n?;%ﬂﬁ:; 5t{ransﬁc:nrmatl{m and acquisition W Establish governance

M Consolidate data silos B Agile and Ops
methodologies
W Data dictionary, library,

and collaboration

B Assess build versus buy
B On-demand, scalable
architecture (GPU, TPU)
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Summary

= US can regain leadership in Intelligent SW by strategically partnering with small and large
commercial companies as well as academia

= |ntelligent SW will be a technological enabler to defend our homeland and abroad
= Emphasis on multiple elements of the overarching architecture is needed across our organizations

= Develop an ecosystem to allow training of the next generation of military and civilian workforce in
Intelligent SW

— Agile prototyping of Intelligent SW capabilities with operational users
— Execute challenges, hackathons and pitch competitions
— Facilitate Intelligent SW readiness workshops
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Blockchain

Distributed and Tamperproof Digital Ledger

Validation. The nodes validate
w0100 | the transaction and the user’s
l status using known algorithms.
"""""" ’ $ ”
‘ - = 101000100
Someone requests J_l

a transaction.

The requested transaction A verified transaction can involve
s broadcast to a peer-to-peer cryptocurrency and other digital
network consisting of nodes. tokens, records, or other information.

The transaction The new block is then added to the Once verified, the transaction is combined
is complete. existing blockchain, in a way that is with other transactions to create a new
permanent and unalterable. block of data for the ledger.
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